
Keynote: Participative Dialogue 
with Schools 
Raising Information Security Awareness 
through Gamification

Prof. Dr. Margit Scholl 

Vorführender
Präsentationsnotizen
Abstract Two different research projects of the TH Wildau on information security awareness , named “Security” and “SecAware4school” in short, have the central goal to sensitize pupils to the issue of information security in everyday school life by means of experience-oriented scenarios geared to teaching awareness. Keywords: Information security, Data protection, Awareness, Sensitization, Experience-oriented learning scenarios, Digital simulations, Game-Based Learning (GBL), Accelerated Learning (AccL), Authentic Learning (AuL), European Computer Driving Licence (ECDL), Information security officer, Youth security consulting 
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Outline

1. Introduction

2. Background: Information security awareness (ISA) 
in everyday school life

3. Survey and participative dialogues to identify issues

4. Content summary and review of current activities
• Results of the gender-based school project “Security”
• Results of the project “SecAware4school”

5. Outlook

Vorführender
Präsentationsnotizen
The learning scenarios for the pupils are based on the integration of three learning methods: Game-Based Learning, Accelerated Learning, and Authentic Learning.The development of such learning scenarios took place in participative dialogue with creative workshops. At the same time, their teachers will be trained, and the parents kept informed about specific measures. 
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1. Introduction: Core values & safeguards

Digitization and information technologies are all-pervasive.

At the same time, the risk of sensitive 
data being misused is increasing. 

The core values inherent to 
information security (IS) are [BA16]: 

Confidentiality
Integrity
Availability

Further safeguards include
authenticity and non-repudiation. 

Vorführender
Präsentationsnotizen
confidentiality, protection against the unauthorized disclosure and perusal of information; integrity, securing the correctness of information and the proper functioning of systems; availability, the ability to access data, information, services, networks, and components at any time. Depending on the purposes for which the security is applied, it may be useful or legally necessary to implement other safeguards, such as authenticity—to ensure that a person or IT component or application is actually who or what it claims to be [BA16: 13]—or non-repudiation as a means to verify the dispatch or receipt of information such as e-mails. 
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1. Introduction: Spiral of transformative interaction

Interaction between top-down specifications and 
individual bottom-up influence on the establish-
ment of an organizational security culture
Organization: Place where information security is to be lived and 
which is characterized by guidelines, procedures and structures.
Employees: Actors whose attitudes and behavior make it possible 
to create an authentic security culture.
Learning process: Employees and the organization as a whole 
acquire information-security-relevant knowledge and awareness 
and practice appropriate behavior. Security culture is lived.

Explanation of the spiral (excerpt)
Formation of an awareness of information security and 
corresponding behavior requires emotional interest and motivation, 
as well as the willingness of the individual - systematic approach of 
operational security and privacy awareness.
As a result, higher acceptance and persistence of policies and 
measures to secure critical information.
Ideally active commitment and self-commitment for information 
security.

See [Scholl, M., & Fuhrmann, F. (2016). Analog – digital? Wie sich mithilfe analoger Methoden Bewusstsein für 
Informationssicherheit in der digitalen Welt fördern lässt In D. Rätz, M. Breidung, D. Lück-Schneider, S. Kaiser, 
& E. Schweighofer (Eds.), Digitale Transformation: Methoden, Kompetenzen und Technologien für die Verwaltung
(pp. 101-112). Bonn: Gesellschaft für Informatik e.V. (GI) (Lecture Notes in Informatics (LN), Band 261)].

Vorführender
Präsentationsnotizen
It is essential to raise people’s awareness and improve their knowledge of the dangers associated with digitization and the relevant protection mechanisms needed for their private, school, and working lives. Education about information security cannot take place early enough.
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1. Introduction: GBL, AccL & AL

The Game-Based Learning, Accelerated Learning, and Authentic Learning 
approaches are combined in order to achieve the stated goals. 
Game-Based Learning (GBL):
GBL motivates and enables students to look at a set goal and provide 
direct feedback [Li09] [Fa13].
Accelerated Learning (AccL):
AccL challenges students to go beyond passive perception and actively 
create knowledge [Ba69] [Ma94] [Ro98] [Bo04].
Authentic Learning (AuL):
AuL focuses on the application of knowledge in real contexts and 
situations. The central aspect here is learning from experience, from real 
or simulated problems [Sc16].

Vorführender
Präsentationsnotizen
GBL: The three different levels that are planned for the game-based learning scenarios are intended to help participants in their development process without demanding too much of them [Br13]. AccL: In this approach, the goal is for learners to internalize their competencies independently and over the long term. The combination of the two methods through analogue and digital games should both emotionalizing and motivating. AuL: According to Steve Revington, Authentic Learning enables the students to create a meaningful joint outcome. This is also necessary for the team-based exchange on information security [Sc16] and thus supports experiential learning in the scenarios.https://canadianteachermagazine.com/2018/04/15/the-remarkable-impactful-journey-of-authentic-learning/. Abruf: 14.03.2019
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11th 
grade

9th 
grade

6th 
grade

2. ISA in everyday school life

Experience should not be limited to the individual; 
instead it should lead to a closed loop in which knowledge
is transferred and maintained among pupils. 

While younger pupils benefit in this way from the 
experience of older pupils, the older consolidate
their knowledge by subsequently providing 
independent moderation and support for the learning 
scenarios in their school. 

The qualification of the pupils as so-called youth security
advisors is thus another important cornerstone of the projects.
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3. Survey & participative dialogues

Our survey consisted of a total of nine questions. 
The first questions were used to collect demographic data from the 
participating schools.

Further question were:
• A warm-up question about secure passwords
• “Do you know how you can protect your own private 

sphere online?”
• “How often do you use images from the Internet—

e.g., for presentations?”
• “Have you ever been the victim of data theft (e.g., your 

log-in data was stolen)?”
• “To what extent are you interested in the following topics?”
• “What other topics are you interested in?”

Vorführender
Präsentationsnotizen
A total of 396 people took part in the survey at the HGB. This constitutes 52 % of all online respondents from the pilot schools. The FWG contributed 30 %, corresponding to 232 of the respondents surveyed online. In third place came the RVO with 107 persons interviewed online, which corresponds to 14 % of the total. The FSG is in fourth place with 28 persons participating in the online survey (4 % of the total from all pilot schools). Due to the relatively short period of participation, the HBO came last among the participating pilot schools with 0.65 % (5 people) and is not included in comparative evaluations of the pilot schools for data protection reasons due to the low number of participants. Based on their own audit, 481 pupils (63 %), 84 teachers (11 %), and 204 parents (26 %) took part.
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3. Survey & participative dialogues: Results

The main topics for the pilot schools are:

 Information security in general
 Smartphone settings
 Secure use of social networks
 Privacy protection
 Encryption as a security aspect
 Types and modes of action of harmful software (Malware)
 Programming (what do crackers/hackers do …)
 Data protection in general
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3. Survey & participative dialogues: Results

The topic fake news is of similar interest to all respondents 
from the pilot schools.

In corporate awareness research, this online phenomenon has also 
become an ongoing issue, but its significance for the economy and the 
company’s own working environment is still largely underestimated
[Ma18]. 

Disinformation is not a consequence of digital overload and it is not enough 
simply to check the source of information [Ta18] [Ma18]. 

It is important to understand the principle of false reporting in context. 
A sensitization measure must take this into account: self-reflection and 
digital prudence [Ma18].

Vorführender
Präsentationsnotizen
Fake news: A current study with qualitative field research shows that disinformation is not a consequence of digital overload, which is why it is not enough simply to check the source of information [Ta18] [Ma18: 21]. Rather, it is important to understand the principle of false reporting in the context of the institution and situation and to recognize one’s own mechanisms for dealing with information. A sensitization measure that takes this into account “goes beyond the mere recognition of right and wrong—it demands self-reflection and digital prudence” [Ma18: 21]. 
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4. Content summary 

For the two research projects “Security” and “SecAware4school,” various 
phases were defined in cyclical rather than classical terms. 

The survey in the initial phase related to the interests of all the target 
groups involved. 

In a further step, the information events were intended to offer details 
about the project to the classes that would actively participate in the 
development of experience-oriented learning scenarios and awareness 
trainings. This proved to be a very time-intensive activity. 

Creative workshops were the starting point for participative brainstorming 
and scenario development. The actual task of game development was left
to the project team and then tested in the schools.

Vorführender
Präsentationsnotizen
This proved to be a very time-intensive activity, as in many cases the school classes could only be informed one by one. In other words, the complex organization of separate dates based on the individual school curricula often meant that several dates were scheduled for the information meetings at each pilot school.
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The gender-based project Security

Job profile 
Security 

Specialist

Portraits of 
female role 

models

Pilot event for 
female school 

students 

Informative 
events

The Security project focused on grade 9 and developed the following six 
analogue game-based learning scenarios, which can be borrowed by 
schools after the project ends in December 2019:
Fuhrmann, F., & Scholl, M. (2019). Does a Career     WMSCI
In Information Security Appeal to Women?

1. Security and safety on 
the road on school trips 

2. Encryption principles
3. Image acquisition and image 

rights for usage/modification
4. Apps and their risks
5. Phishing mails
6. Password hacking

Vorführender
Präsentationsnotizen
The Security project: Breaking down (gender) stereotypes and increasing self-efficacy of young women by means of four experience-driven measures.
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Security/safety on school trips

Objective of the learning scenario:
Awareness and knowledge of potential safety hazards and corresponding 
protective measures in public spaces. Issues relating to both information security 
and physical security are addressed.

Task:
What dangers are shown in the situations? 
Which protective measures can reduce the risks?

• Read the dangers out loud. Identify the
situation in which the danger is pictorially 
represented. Place the Big Danger Card (red)
in the space.
• What would you tell your friends to help them 
protect themselves from this danger? 
Assign the Protective Cards (blue) to the 
Big Danger Cards.

Vorführender
Präsentationsnotizen
4. The Security project focused on grade 9 and developed the following six analog game-based learning scenarios, which can be borrowed for schools after the project ends in December 2019
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Encrytion principles

Objective of the learning scenario:
Basic knowledge of encryption and its possible uses with experience of a simple 
encryption method. Awareness of the importance of encryption.

Task:
Open the secret box!

• Find references to the 
Caesar shift in the emails.

• Write down possible 
displaced alphabets.

• Write down possible 
clear passwords.

• Try out the passwords.
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Image acquisition and image rights

Objective of the learning scenario:
Awareness and knowledge of what can be photographed without permission or not. 
Knowledge of the “right to one’s own image.”
Consideration of according “house rules” or similar documents. 

Task I:
Which photos may be photographed without permission?

• Place the photos, which may be 
taken without permission or without 
asking, on the green cloth.

• Place the photos that require 
permission, such as asking for 
someone, on the red cloth.

• Justify your choices.
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Image acquisition and image rights

Objective of the learning scenario:
Basic knowledge of copyright. Awareness and knowledge that images that can be 
found on the Internet, not just used. Knowledge about free images and their 
conditions of use (Creative Commons license).

Task II:
Which image is the pupil allowed to use?
• Read the situation descriptions aloud 
and consider together which image(s) are 
suitable for it.
• Pay attention to the CC symbols 
in the pictures.
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Apps and their risks

Objective of the learning scenario:
Sensitization and understanding of potential risks of apps. 
Rethinking the use of certain apps or consciously addressing the risks.

Task:
Which specific apps are associated with which risks?
• Does each app chip have the right category?
• Think about the risks associated with each app. Put an app chip on all these risks.
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Phishing mails

Objective of the learning scenario:
Awareness of the danger of phishing. Understanding and detection of phishing 
scams and training awareness of phishing scouting.

Task:
Which card is a phishing email?
• 1 or 2 people fishing emails.
• Read the emails in 2/3 groups and put phishing emails on the red cloth 
(phishing mail). Normal emails go on the green blanket (no phishing mail).
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Password hacking

Objective of the learning scenario:
Awareness of secure passwords and how to create secure passwords and easily 
remember them.

Task:
Crack the password!
• Read the fictitious profile of Leni Ritter.
• Use the profile to guess possible passwords
for Leni Ritter and enter them into the 
fictitious platform.
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The Project “SecAware4school”

The SecAware4school project also includes lower 
(6th) and higher (11th) grades, developing a total of 
10 learning scenarios at three different levels of 
difficulty for a total of 30 analogue and digital 
learning scenarios:

• Learning scenarios at three levels of difficulty
• Security issues in the real world
• Young security advisors for the younger 

school students
• Teachers as information security officers.

11th 
grade

9th 
grade

6th 
grade

Vorführender
Präsentationsnotizen
4. The project SecAware4school
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Hazards and protective measures
(analogue)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Knowledge of threats and safeguards for information security 
Expansion of knowledge of information security

Task:
Strategy Game. Explain and guess important information 
security terms. Identify hazards and information security 
measures.
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Recognize the internet norms 
(analogue)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Learning and repeating of rules of conduct on the Internet.
Changing behavior based on list of dos and don’ts.

Task:
Hints and rules from the puzzle to remember.
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Rapid Guessing
(analogue + digital)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Learning important terms and their meaning.

Task:
Guess important information security terms with discussion.
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Rights in photos
(digital)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Knowledge and ability to assess current security incidents 
concerning image rights. Sensitization to the use of images.

Task:
Evaluate the usability of image rights according to GDPR.
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Storytelling in information security
(analogue + digital)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Repetition and deepening of information security knowledge
and technical terms.

Task:
Use random symbols to write down a realistic story of 
information security using important and real technical terms.
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Behavior in social networks 
(analogue)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Awareness of safe security behavior in social networks.

Task:
Interactive educational game explaining and guessing certain 
information security terms in social networks.

Vorführender
Präsentationsnotizen
For example, you have to answer a question correctly or play a term in pantomime, so that the team can guess the term.
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Security duell in job situations
(analogue)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Information on security-relevant decision situations, possible 
consequences and possible protective measures.

Task:
Interactive educational game to protect and attack sensitive 
data. Make decisions in the area of private and work-related 
information security.

Vorführender
Präsentationsnotizen
This is about recognizing the potential dangers and attacks and reacting specifically with protective measures. There are two parties involved, e.g. (educational centers or companies) that attack and protect each other. You will learn about possible security gaps (unsecured data, data theft, password, encryption, etc.) and how to protect yourself from it.
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Fake news
(analogue + digital)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Sensitization to information collection and manipulation.

Task:
Identify fake messages based on examples.

Vorführender
Präsentationsnotizen
4. Content Summary and Review of Current ActivitiesThe “SecAware4school” project also includes lower (about 6th grade) and higher (grade 11) grades, developing a total of 10 learning scenarios in three different difficulty levels, for a total of 30 analog and digital learning scenarios. Examples will be shown in this Keynote, too.
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Clear Room: Data Espionage
(digital)

11th 
grade

9th 
grade

6th 
grade

Objective of the learning scenario:
Sensitize the safekeeping of sensitive information at work, 
at school or at home.

Task of the learning scenario:
Which objects should be enclosed / removed when leaving 
the room?

Vorführender
Präsentationsnotizen
There are many more ideas and important topics such as mobbing or bullying. But in this project, first the current 30 learning scenarios have to be tested and given birth to the final versions.
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5. Outlook

The project ends on December 31, 2019. 
All six experience-based learning scenarios can be borrowed by 
schools. Other materials to inspire girls’ interest in information 
security are in place and usable.
https://www.security.wildau.biz

The project will end on August 31, 2020. 
All ten experience-based learning scenarios in three different 
levels can be borrowed by schools.
Digital game versions will be usable from the website.
https://secaware4school.wildau.biz
• Pupils will be trained as security advisors and will be able to 

complete the ECDL “IT Security” certification.
• Teachers can also do ECDL certification; one teacher from 

each pilot school will become an information security officer.
• Knowledge will be passed on through parents’ evenings and 

social interaction.

Vorführender
Präsentationsnotizen
5. Outlook In schools, too, there is a gap between individual pupils’ knowledge about particular aspects of information security and their specific behaviour in this regard. In order to further sensitize participants, further creative workshops will be offered and carried out in the future to evaluate the analogue and digital scenarios that have been developed.

https://secaware4school.wildau.biz/
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Contact:
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margit.scholl@th-wildau.de https://www.th-wildau.de/scholl
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Where is the TUAS Wildau located?
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