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Vorführender
Präsentationsnotizen
If you are interested in this research, then you can find specific information at the project website, which will be continuously updated with results.


1 Initial situation

Small proportion of women in this fast growing career field
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Vorführender
Präsentationsnotizen
Women only represent 11% of the security professionals worldwide (Frost & Sullivan 2017)
Currently, 55,000 positions in Germany as IT specialists cannot be filled (Jäger & Schmitz 2017), 209,000 cybersecurity jobs in the U.S. will be unfilled every year (Jin et al. 2018)
Different estimations predict a labour shortage in the information security field of 1.8 to 3.5 million in 2021/2022 (Forst & Sullivan 2017; Morgan 2017)



1 Initial situation Security ‘ﬁ

Low interest of young women in a career in IT and IS

78% of the surveyed young women don’t consider a career in this field
(Jager & Schmitz 2017)

Stereotypical image of work in information

security: only technical jobs and coding tasks
(Jager & Schmitz 2017)

Few points of contact and

lack of practical experience
(Paukstadt et al. 2018)

Stereotypical image of computer

scientists as male “geeks”
(Ashcraft et al. 2012)

Reasons for the Lack of encouragement from

Absence of female role models low interest teachers and parents
(Microsoft 2017) (Microsoft 2017; Ashcraft et al. 2012)

Low self-confidence in

computer and digital skills
(Yen, Wang & Chen 2011)

Paucity of information about

specific IT job profiles
(Paukstadt et al. 2018)
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Präsentationsnotizen
IT= information technology
IS= information security
According to a study of Kaspersky, 78% of the surveyed young women don’t consider a career in this prospective occupational field (Jäger & Schmitz 2017).
Male “geeks”: pale guys, spending hours at the computer and eating pizza.
Low self-confidence: And that, even though the girls are very active in the STEM subjects at school.
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2.1 Aim

The project Security aims at

arousing the interest of girls in the
innovative career field of information
security

making study courses and vocational
trainings in computer sciences more
attractive for young women

increasing the proportion of women in
information security
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2 Project “Security” Securiy ‘ﬁ'

2.2 Methodological approach

Breaking down (gender) stereotypes and increasing self-efficacy of
young women by means of four experience-driven measures

- Are there any
possibilities for

- Experiences and
narratives presented

Job profile Portraits of
Security female role-

improvement? T by women working
Specialist models in the field
- Encouragement _ - pil . - Individual positive
by teachers and Informative llot event Tor experiences and
events female school

parents successes

students
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Vorführender
Präsentationsnotizen
Breaking down (gender) stereotypes and increasing self-efficacy (Bandura 1986, 1995; Schwarzer & Jerusalem 2002) of young women by means of four experience-driven measures
Self-efficacy (Selbstwirksamkeit): subjective assessment of one's own abilities and competencies to perform a task or achieve a goal / subjektive Beurteilung der eigenen Fähigkeiten und Kompetenzen, eine Aufgabe auszuüben oder ein Ziel erreichen zu können (Bandura 1986)
If there is (self-) confidence in one's own abilities, successful completion of the task and achievement of the set goals are more likely / Besteht (Selbst-) Vertrauen in die eigenen Fähigkeiten, sind eine erfolgreiche Bewältigung der Aufgabe und die Erreichung der gesetzten Ziele wahrscheinlicher (Bandura 1995).
The self-efficacy can be positively influenced by own positive experiences and success experiences, by representative experiences due to observing and narration of third as well as by feedback and encouragements from third parties / Die Selbstwirksamkeit kann durch eigene positive Erfahrungen und Erfolgserlebnisse, durch stellvertretende Erfahrungen aufgrund von Beobachten und Erzählungen Dritter sowie durch Feedback und Ermutigungen von Dritten positiv beeinflusst werden (Bandura 1995; Schwarzer & Jerusalem 2002). �
 The orange text parts next to the graphic indicate how the individual measures should positively influence the self-efficacy / Die orangen Textteile neben der Grafik geben an, wie die einzelnen Maßnahmen die Selbstwirksamkeit (self-efficacy) positiv beeinflussen sollen
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2.3 Job profile
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= Aim:
To depict the career field in a way that
reflects what it is—diverse, creative,
communicative, and meaningful

= Methodological approach:
— Semi-structured interviews with experts
— Analysis of job ads in information security
— Research of job descriptions on web-based career guidance
platforms
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Vorführender
Präsentationsnotizen
Semi-structures interviews with experts: so far: 8 interviews conducted, 10 are planned 
Creativity is needed for the completion of several tasks: for example, to find solutions for highly complex, often to date open problems, to develop different and customized solutions, to select the best solution out of a variety of possible measures, to look at problems and security issues from various aspects and perspectives, to explain security issues to people with different backgrounds, knowledge and experience, to implement security measures, or to develop captivating trainings measures that keep information security in the minds of all (employees). 
For the expert communicative competences cover the ability to understand other people, empathize with them and make complex information security issues comprehensible for everyone. Furthermore for all interviewed persons, communicative activities constitute a big part of their profession. 
Versatile positions and tasks: for example, service provider for training and sensitizing measures, service provider for technical security measures and penetration tests, responsible person for IT security compliance and audits in a company or in public administration (CISO), consultants for information security management systems 
Results regarding job ads: …


2 Project “Security” Securify afy

2.3 Job profile
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= First results (see Fuhrmann et al. 2019):
— Important skills: creativity, communica- g =
tive abilities, willingness and eagerness to learn
— Versatile positions and tasks:
from “profound technical skills” to “technical understanding”
— Lack of job descriptions:
70% of 20 searched platforms no information about security jobs
— Job ads can be improved:
gender-sensitive language, highlighting work-life-balance, the

social impact, challenging problem-solving and team-based tasks
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Vorführender
Präsentationsnotizen
semi-structures interviews with experts: so far: 8 interviews conducted, 10 are planned 
creativity is needed for the completion of several tasks: for example, to find solutions for highly complex, often to date open problems, to develop different and customized solutions, to select the best solution out of a variety of possible measures, to look at problems and security issues from various aspects and perspectives, to explain security issues to people with different backgrounds, knowledge and experience, to implement security measures, or to develop captivating trainings measures that keep information security in the minds of all (employees). 
For the expert communicative competences cover the ability to understand other people, empathize with them and make complex information security issues comprehensible for everyone. Furthermore for all interviewed persons, communicative activities constitute a big part of their profession. 
Versatile positions and tasks: for example, service provider for training and sensitizing measures, service provider for technical security measures and penetration tests, responsible person for IT security compliance and audits in a company or in public administration (CISO), consultants for information security management systems �
Results regarding job ads: �
First results (see Fuhrmann et al. 2019):  
Important skills: creativity, communicative abilities, willingness and eagerness to learn
Versatile positions and tasks: some require in-depth technical skills, others “only” a technical understanding
Lack of job descriptions: 70% of the 20 platforms searched provide no details about information security jobs
Job ads mostly use pictures showing females and males or no people at all and mention issues women and men are interested in like salary and benefits, career advancement, interfaces to departments/organizations, communicative tasks
Job ads can improve by using gender-sensitive language and highlighting work-life balance, the social impact of the job, challenging problem-solving and team-based tasks—both females and males value these job characteristics.




2 Project “Security” Securiy ‘ﬁ'

2.4 Portraits of female role-models

= Aim:
To make female role models in the field of
information security more visible

Ada Lovelace, mathematician and

. MethOdOIOQicaI apprOaChZ first software engineer of the world
. . . . https://de.wikipedia.org/wiki/Datei:
— Local role models girls can identify with Xda_Lovem_Cha|onfpomait_jpg)

— Semi-structured interviews including photo
shoots and video recording
— Interview topics: professional activities, inspiration,
enjoyable moments, challenges, interests, advice
— Preparation as book, posters, and videos.
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Vorführender
Präsentationsnotizen
Local role models means no unreachable heroes – therefore, as interview topic also challenges and how they overcome it 
Role-models: 8 interviews so far, planned are 30, further 15 interested women
We haven't analysed the interviews yet. Thus, the first findings are impressions from the interviews conducted so far and the talks with interested women


S
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2.4 Portraits of female role-models

" First impressions:
— Diverse and inspiring women
— Educational backgrounds in computer

Ada Lovelace, mathematician and

sciences and other disciplines first software engineer of the world
L. . (https://de.wikipedia.org/wiki/Datei:
(e.qg., politics, economics) Ada_Lovelace_Chalon_portrait.jpg)

— They value the variety of their professional activities
— Some love technics, others have a good understanding of
technical contexts and know whom to ask if there is, for example,

something to code
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Vorführender
Präsentationsnotizen
Local role models means no unreachable heroes – therefore, as interview topic also challenges and how they overcome it 
Role-models: 8 interviews so far, planned are 30, further 15 interested women
We haven't analysed the interviews yet. Thus, the first findings are impressions from the interviews conducted so far and the talks with interested women

First impressions:  
Diverse and inspiring women 
Educational backgrounds in computer sciences and other disciplines (e.g., politics, economics)
They value the variety of their professional activities 
Some love technology, others have a good understanding of technical contexts and know whom to ask if, for example, something needs coding 
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2.5 Pilot event for school students ... ...

eeeeeeeeeeeeeeeeeeeeeeeeeeeee

= Aims:

— Enable female pupils (9th grade) to :
experience and explore information security

— Raise awareness that information security is already a part of
everyday life

— Foster understanding of professional opportunities

— Increase self-confidence and generate enthusiasm for information
security

— Developing, testing and using game-based learning scenarios.
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Vorführender
Präsentationsnotizen
We have experience with game-based learning scenarios for several years.

“at this age [14 to 16], the students are in an early point of their career choice process and are still open to new impulses, which is why it is important to intervene at such an early age” (Paukstadt et al. 2018: 5121)
Anonymous, standardized survey of school students  Authentic learning: real-world context
Social activities: 
“By exposing young girls to cyber interests through social activities, they can better identify with others and with their own interest” (Rowland et al. 2018)
experience and knowledge transfer and identification with the topic

Only-girls-groups in comparison to female-male-groups: examination if the interest, the behavior, encouragement of girls differ in single-sex-groups compared to mixed-sex groups  



2 Project “Security” Securify afy

2.5 Pilot event for school students ... ...

eeeeeeeeeeeeeeeeeeeeeeeeeeeee

* Methodological approach:

— Anonymous, standardized survey of
school students

— Circuit training with 6 game-based learning
scenarios with real-world contexts

— Questions about different security topics corresponding to
the daily life

— Social activities in teams

— Only-girls groups in comparison to mixed-gender groups.
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“at this age [14 to 16], the students are in an early point of their career choice process and are still open to new impulses, which is why it is important to intervene at such an early age” (Paukstadt et al. 2018: 5121)
Anonymous, standardized survey of school students  Authentic learning: real-world context
Social activities: 
“By exposing young girls to cyber interests through social activities, they can better identify with others and with their own interest” (Rowland et al. 2018)
experience and knowledge transfer and identification with the topic

Only-girls groups in comparison to female-male groups: examination if the interest, the behavior, encouragement of girls differ in single-sex-groups compared to mixed-sex groups  
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2 Project “Security” Securiy Fr i

2.5 Pilot event for school students

= First findings:

— 97.42% of 194 polled school students
in the 8th grade use a smartphone
(42% female, 55% male)

— 95.88% are using messenger services, for example, WhatsApp
(99% of the female, 95% of the male participants)

— 61% of them indicated that information security topics are not
taught in school

— The interest in learning more about information security varies with
the topic, but is always higher for girls.
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Vorführender
Präsentationsnotizen
First findings:
97.42% of 194 polled school students (41.75% female, 54.64% male, 3.61% others) in the 8th grade use a smartphone.
95.88% are using, for example, WhatsApp (98.77% of the female, 94.62% of the male participants)
61% of them indicated that information security topics are not taught in school.
The interest in learning more about information security varies with the topic, but is always higher for girls


2 Project “Security” Securiy ‘ﬁ'

2.5 Pilot event for school students ... ...

eeeeeeeeeeeeeeeeeeeeeeeeeeeee

= First findings:
— Topics for the 6 learning scenarios:
pictures, phishing, passwords,
cryptography, fake news, apps

All participants Female participants Male participants

Phishing 53.09% 54.32% 52.83%
Secure passwords 33.51% 38.27% 28.30%
Secure use of social networks (e.g., 25.26% 33.33% 18.87%
privacy)

Secure use of messenger services 30.93% 39.51% 23.59%
Secure smartphone use in the public 29.38% 37.04% 22.64%
Legal recording and use of pictures 31.44% 38.27% 26.42%
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Vorführender
Präsentationsnotizen
Results of the survey – these are important for the development of the learning scenarios
The results are only a part of the whole asked questions
These results highlight that both male and female students are using smartphones and apps, but girls are more interested in the security topics  it is an interesting occupational field for girls.

Topics for learning scenarios: �recording and use of pictures, phishing, passwords, cryptography, fake news, apps 



3 Outlook Security ‘ﬁ'

" Informative events
— Increasing awareness of the career field of information security
with multipliers such as teachers and parents
— Motivating teachers and parents to encourage girls, in particular,
to gain practical experience and develop interest in the field.

= Sustainability
— The developed materials can be borrowed by schools, career
guidance institutions, etc. or are freely accessible from the
project website.
— Recommendations for similar projects and computer science
training focused, for example, on single-sex education.
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Prof. Dr. Margit Scholl Frauke Fuhrmann
margit.scholl@th-wildau.de frauke.fuhrmann@th-wildau.de

Project website:
http://security.wildau.biz/en.html
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